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To set up an I’'mOnlt! user that is not a system administrator on the local system:
1. Define the user as a standard user:
e Control Panel

e User accounts
e Select the desired user and click “Properties” button:

User Accounts

Users ‘ advanced

T Use the list below to grant or deny users access to your
&2 computer, and to change passwords and other settings,
fﬁ_@ b d ko ch ds and ather setti

Users for this computer:

User Mame: Dormnain Group A
‘Eesummers STk Administrators
IUSR_PC-FRYE ORTIZ4S Guests
‘Ekch\sarik SIaMA Power Users
Kaith OPTI7?4S Administratars; ...
‘Empoir\er SIGHA Administrators

v

Add... ] [ Remove ] [ Properties

Password For testlocal

g To change the password for testlocal, click Reset Password.

Reset Password. ..

2. On the properties dialogue click select the Group Membership tab
a. select “Standard User”
b. click the OK button.

- OPTI745\testlocal Properties

General | Group Membership |

wWhat level of access do you want to grant this user?

() Standard user (Power Users Group)
Users can change many system settings and install
programs that don't affect Windows system files,

() Restricted user {Users Group)

Users can operate the computer and save documents,
but cannot install programs or change system settings,

) Other:




3. Set the folder security
a. Browse to the folder c:\sdsitask.
b. Right click on the folder and select “Properties” from the drop down
menu.
c. Add the user as an explicitly authorized user for the folder,
d. Click the check box to the left of the “‘Full Control” option. The screen
will look like:

sdsitask Properties E]El

General | Sharing | Security | Web Sharing | Customize

[Group of uger hames:
QCHEATDH OwMER A
ﬁ Mik.e Pairier [mpoirier@sigma. sdsi lcl)
€7 5vSTEM

Permiszions for testlocal Allaw Deny

Full Control 0O &
adify O

Fiead & Execute |

List Falder Contents [l

Read O

it O a3
Crrmicd | Drriine

For special permissions of for advanced settings,
click Advanced.

4. Click Advanced
a. Check the checkbox “Replace permission entries on all child objects with
entries shown here that apply to child objects”

Advanced Security Settings for sdsitask

Permissions | Auditing | Ovner | Effective Pemmissions

Ta view more information about Special pemissions. select a permission entry. and then click Edit.

Pemizsion entrigs:

Type MName Permission Inherited From Apply To

Allow  Administiators (SDS1.. Full Conbrol Ch This folder, sublolders...
Allow  SYSTEM Full Control ch This folder, subfolders
Allow  Jacqueline Momeir fin... Full Control [ This folder only

Alow  CREATOR OWNER Full Control [ Subfolders and files only
Allow  Users (SDSIWORKS Fead & Execute C:4 This folder, subfolders.
Mlow  Users (SDSIWORKS Special [ This folder and subfal

Inherit from parent the permission entries that apply to child objects. Include these with entries explicitly
defined here.

Replace permission entries an all child objects with entries shawn here that apply to child objscts

ok [ cancel | e |

5. Click OK Twice to close all dialog boxes



The same procedure words for domain based / active directory controlled user accounts.



